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Abstract

The increase in user activity on digital platforms has driven significant growth in the volume of
content published in real time. However, this development has also heightened the risk of spreading
harmful content such as hate speech, spam, and misinformation, which, according to recent studies,
remains one of the biggest threats in the global digital ecosystem. This research proposes the design and
implementation of an integrated intelligent system for online content moderation using Artificial
Intelligence (AI) and a Single Sign-On (SSO) mechanism, which has been proven to enhance
authentication security and efficiency across various digital platforms since 2022. By applying the Agile
methodology, system development is carried out iteratively, enabling rapid adaptation to user needs and
behavioral dynamics. The evaluation results show that the integration of Al classification models and
SSO can improve the speed of content moderation while strengthening user access security. These
findings align with recent research trends emphasizing the importance of automated moderation and
unified identity management in maintaining the security of digital spaces.
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1. Introduction

The development of digital technology in recent years has significantly increased user
engagement across various social media platforms, discussion forums, and content-sharing
services [1]. According to a 2023 study, the volume of digital content has grown by up to 32%
annually, thereby heightening the risk of spreading harmful content such as hate speech,
violence [2], pornography, and misinformation. Such content affects not only user safety but
also the social stability and credibility of the digital platforms themselves [3].

Traditional moderation approaches based on manual review or rule-based methods have
proven insufficient to cope with the speed of digital content distribution [4]. Research from
2022-2024 indicates that Al-based moderation systems capable of automatic classification have
become the new standard for reducing the burden on human moderators while improving
detection accuracy [5]. However, many moderation systems still operate independently and are
not integrated, resulting in service fragmentation and inefficient authentication across digital
platforms [6].

Meanwhile, Single Sign-On (SSO) technology has evolved rapidly since 2022 as a solution
to simplify cross-platform authentication using centralized tokens [7]. SSO has been proven to
enhance security, reduce the risk of credential leaks, and accelerate access to digital services.
However, the integration of SSO into Al moderation systems has rarely been explored in depth,
even though their combination has the potential to offer high efficiency in identity management
and improved content detection performance.

Therefore, this study proposes the design and implementation of an intelligent Al-based
content moderation system integrated with an SSO mechanism within a unified portal. The
system is developed using the Agile methodology to enable rapid iteration, adaptive
requirements, and continuous feature enhancement. This research contributes an adaptive
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moderation model, a secure single-authentication architecture, and functional validation relevant
to the needs of the digital era from 2022 onward.

2. Method

The research methodology is used to ensure that the system design and development
process is carried out in a structured, systematic, and scientifically accountable manner. The
selection of an appropriate method is crucial because the developed system involves the
integration of Artificial Intelligence (Al) technology and a Single Sign-On (SSO) mechanism,
both of which are complex and adaptive in nature. Therefore, the research approach is designed
to support phased system development, enable iterative evaluation, and provide opportunities
for improvement based on testing results.

2.1 Type of Research

This study uses the Research and Development (R&D) method because its main objective
is to produce a new system in the form of an Al-based content moderation platform integrated
with a Single Sign-On (SSO) mechanism. The R&D method was selected because it allows
researchers to carry out a series of systematic processes, from needs identification, design, and
development to comprehensive system evaluation. In this research context, R&D is used to
produce a system prototype that can not only be tested functionally but also be developed
further for large-scale implementation. This approach is highly relevant considering that digital
content moderation is an evolving issue that requires adaptive systems capable of adjusting to
the dynamics of user behavior and changes in harmful content types over time. In addition, the
use of R&D provides flexibility for researchers to continuously improve the Al model and the
SSO authentication module based on system testing results at each stage.

Furthermore, the R&D approach supports iterative refinement through evaluation and
feedback cycles, which aligns with the dynamic nature of artificial intelligence development.
Each development phase generates empirical data that can be analyzed to improve system
accuracy, performance, and security. By applying R&D, this study does not merely focus on
theoretical analysis but emphasizes the practical implementation and validation of the proposed
system. This ensures that the resulting platform is not only technically feasible but also
applicable in real-world environments where scalability, reliability, and adaptability are critical
requirements.

2.2 Research Object

The object of this research is an integrated portal system designed to manage automated
content moderation processes using Al and to regulate user authentication through an SSO
service. The portal consists of several core modules, including a text analysis module for
detecting harmful content, an admin dashboard for displaying moderation results, an API
gateway that connects the modules, and an SSO authentication server that manages user access.
This object was selected because of the growing need for reliable and secure moderation
systems amid the increasing amount of digital content shared every day. The system also
facilitates the integration of internal services into a single platform, allowing users to log in
once to access various features. This has become increasingly important as many organizations
have shifted to integrated service models to improve operational efficiency and data security.

In addition, the integrated portal system serves as a representative case of modern digital
platforms that rely on centralized authentication and automated decision-making processes. By
focusing on this object, the research can evaluate how Al-based moderation interacts with
authentication mechanisms in a unified environment. The object also allows the analysis of
system interoperability, data flow consistency, and access control effectiveness. These aspects
are essential to ensure that content moderation decisions are not only accurate but also securely
managed within a centralized system architecture.
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2.3 Agile Methodology Approach

The Agile methodology is used as the primary approach because it provides flexibility,
rapid adaptation, and continuous updates based on user feedback [8]. Agile emphasizes short
iterations, continuous collaboration, and repeated improvements, which are highly suitable for
developing complex Al systems and authentication services. In this study, Agile divides the
development process into four main sprints, each of which produces an increment that can be
tested immediately. This approach allows researchers to validate quickly, fix errors early, and
add new features without disrupting the existing system structure.

Moreover, Agile supports continuous evaluation of both the functional and non-functional
aspects of the system, such as performance, usability, and security. The iterative nature of Agile
enables the research team to respond effectively to changes in requirements or technical
challenges encountered during development. This is particularly important in Al-based systems,
where model performance may vary depending on data quality and system integration. Through
Agile, the development process becomes more transparent, structured, and responsive to
research findings.

2.3.1 Sprint Planning

Sprint execution is the core stage of system development. In Sprint 1, the main focus is on
building the system architecture, database structure, and data flow design. Sprint 2 continues
with the implementation of the Al moderation model, including preprocessing, model training,
performance evaluation, and the creation of APIs that connect the model with other services.
Sprint 3 focuses on integrating the Single Sign-On (SSO) authentication module using OAuth
2.0 and JWT to ensure authentication security [9], [10]. Sprint 4 involves creating the admin
dashboard interface and conducting comprehensive functional testing of all modules. In each
sprint, the deliverables are tested and analyzed to ensure compliance with the functional and
non-functional requirements.

Furthermore, sprint execution emphasizes continuous testing and validation throughout the
development process. Any issues identified during implementation are documented and
addressed within the same sprint or scheduled for subsequent sprints. This iterative execution
approach ensures that system components evolve cohesively and reduces the likelihood of
major integration problems at later stages. As a result, the overall quality and reliability of the
system improve incrementally with each sprint.

2.3.2 Review and Retrospective

At the end of each sprint, a review session is conducted to assess the completed
deliverables, including the testing of the developed features. Features are evaluated to determine
whether they meet the specified requirements and user needs. After the review, the process
continues with a retrospective session, which involves discussing the team’s workflow during
the sprint, including identifying aspects that worked well and elements that need improvement
for the upcoming sprint. The retrospective phase plays a crucial role in improving team
effectiveness and system development quality.

In addition, the review and retrospective stages provide valuable insights for refining both
the technical and managerial aspects of the project. Feedback obtained during these sessions is
used to adjust development strategies, improve communication, and optimize workflow
efficiency. This reflective process ensures that lessons learned from each sprint contribute
directly to the success of subsequent development cycles, leading to a more robust and well-
engineered system.

2.4 Data Collection Techniques

This study uses several data collection techniques. A text moderation dataset is used as the
primary data for training the Al model, comprising training and testing sets that contain safe and
harmful text samples. Documentation of test results is used to analyze the system’s performance
in both Al detection and SSO authentication. User interaction observations are conducted to
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understand how users interact with the system, particularly when using the dashboard and the
login flow. Authentication activity logs are also examined to evaluate the validity of the SSO
process, including login duration, token usage, and session security.

Combining multiple data collection techniques enables a more comprehensive evaluation
of the system. Quantitative data from datasets and logs are used to measure accuracy, response
time, and authentication reliability, while qualitative observations provide insights into usability
and user experience. This mixed approach ensures that system evaluation is not limited to
technical performance alone but also considers practical usability and security aspects, resulting
in a more holistic assessment of the developed platform.

2.5 Research Flow

The research flow from the initial to the final stage is illustrated in Figure 1. The flowchart
provides a visual representation of the R&D process conducted in this study, showing the
logical sequence of and interconnections among the research stages. The research flow helps
ensure that system development follows a structured, systematic approach, from problem
identification to system deployment.
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System Implementation
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Figure 1. Research Flow
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In addition, the research flow serves as a guide for researchers to control and evaluate
progress at each stage. By visualizing the process, potential gaps or overlaps between stages can
be identified early, allowing improvements to be made efficiently. The flowchart also supports
transparency and clarity in explaining the research methodology to readers.

2.5.1 System Requirements

The system requirements stage is the initial step in the research and development process.
At this stage, the researcher identifies the problems to be solved, namely the increasing spread
of harmful content on digital platforms and the need for an Al-based automated moderation
system. In addition, the functional requirements of the system are analyzed, such as content
classification capability, user authentication through SSO, API integration, and the display of
moderation results in the admin dashboard. These requirements are identified through literature
studies, observations of digital platforms, and discussions with prospective system users. This
stage serves as the main foundation for designing a targeted solution that meets security
standards and user needs.

Furthermore, non-functional requirements are also identified at this stage, including system
performance, scalability, security, and usability. These requirements ensure that the system can
handle large volumes of content, provide secure authentication, and offer a user-friendly

JISAI Vol. 7, No. 1, (November) (2026).



73

interface. By clearly defining both functional and non-functional requirements, the development
process can proceed in a more focused manner and reduce the risk of major design changes in
later stages.

2.5.2 Design

The design stage focuses on preparing a comprehensive system blueprint before
implementation begins. At this stage, the researcher designs the system architecture, including
the relationships between modules such as the Al module, API Gateway, SSO server, and
dashboard. The database structure is also designed to store moderation results, user data, and
system activity logs. The researcher creates the user interface (UI) design to ensure that the
admin dashboard is easy to use, informative, and supportive of the moderation workflow. The
Al model is also designed by selecting algorithms, preprocessing techniques, and evaluation
methods. This design stage ensures that system implementation aligns with technical standards
and functional requirements.

In addition, design documentation is produced to serve as a reference during development
and integration. This documentation helps ensure consistency between planned and
implemented features. Proper system design also minimizes technical risks and improves
maintainability, making it easier to update or expand the system in future development cycles.

2.5.3 Development Sprint

This stage involves building the system using the Agile methodology through four sprints.
Each sprint has a specific objective and produces an increment or functional output. The first
sprint focuses on creating the system architecture and database. The second sprint focuses on
developing the Al model, from data collection, data cleaning (preprocessing), and model
training to developing an API for accessing Al classification results. The third sprint covers the
integration of the SSO module using OAuth 2.0 and JWT. The fourth sprint develops the admin
dashboard interface and performs initial testing. This stage proceeds iteratively, with
evaluations at the end of each sprint to ensure that all features meet the requirements.

Moreover, the sprint-based development approach allows continuous testing and
refinement throughout the process. Feedback obtained from each sprint evaluation is used to
improve subsequent development activities. This iterative mechanism reduces development
risks and ensures that system components evolve in alignment with research objectives and user
expectations.

2.5.4 System Implementation

The system implementation stage involves integrating all modules developed in each
sprint. At this stage, the Al module is connected to the API Gateway to receive moderation
requests from the dashboard. The SSO module is configured to authenticate users and issue
valid tokens for accessing services. The dashboard is connected to all modules through the
available API endpoints. Integration is conducted gradually to ensure that each module
functions properly before full integration. The final output of this stage is a unified system ready
for comprehensive testing.

Additionally, system configuration and environment setup are performed during this stage
to ensure compatibility between components. Proper integration ensures seamless data
exchange, stable authentication processes, and consistent moderation results. This stage is
crucial for validating that all individual modules can operate cohesively within a single
platform.

2.5.5 Testing

The testing stage is carried out to ensure that all system functions operate according to the
requirements. Functional testing is conducted to examine all features, such as SSO login,
content classification, dashboard display, and API usage. In addition, validation testing is
performed to evaluate the accuracy of the Al model in detecting harmful content categories.
System performance analysis is also conducted to assess API response speed, SSO token
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security, and stability when handling high-volume requests. This testing is essential to ensure
that the system is ready for use and free from technical issues that could disrupt operations.

Furthermore, testing results are documented and analyzed to identify system weaknesses
and areas for improvement. Any issues found during testing are corrected before moving to the
deployment stage. This thorough testing process helps improve system reliability, security, and
overall performance in real-world usage scenarios.

2.5.6 Deployment

The deployment stage is the final phase of system development. At this stage, the tested
system is uploaded to the server so that it can be accessed by users or administrators for further
evaluation. Deployment includes server configuration, code deployment, creation of the
production environment, and domain setup if needed. This stage ensures that the system can
operate under real-world conditions and can be monitored for ongoing evaluation. After
deployment, the system is ready to be used as a prototype or further developed into a full-scale
product.

In addition, post-deployment monitoring is conducted to observe system behavior and
performance under actual usage conditions. Feedback collected during this phase can be used as
a reference for future system enhancements. This ensures that the deployed system remains
adaptable, scalable, and aligned with evolving content moderation and security requirements.

3. Results and Discussion

The results describe the stages of development and testing of an online content moderation
system based on Artificial Intelligence (Al) integrated with a Single Sign-On (SSO) mechanism.
The discussion focuses on the results of the system architecture design, the implementation of
the Al module in the content classification process, the integration of centralized authentication,
and the presentation of information through an administrative dashboard. Each component is
analyzed to assess the system’s success in meeting the defined functional and non-functional
requirements.

In addition, the results illustrate the effectiveness of inter-module integration, system
performance in handling content moderation processes, and the reliability of the security and
authentication mechanisms. This analysis provides a comprehensive overview of the system’s
capability to improve the efficiency of digital content management, strengthen access control,
and support a more structured and centralized moderation process.

3.1 System Architecture Design Results

The system architecture design is a crucial stage that ensures that all major components,
ranging from the Artificial Intelligence (AI) module, Single Sign-On (SSO) authentication
mechanism, API Gateway, and admin dashboard to the database, can operate in an integrated
manner. The architecture is designed using a modular approach, allowing each component to be
updated or developed independently without disrupting the entire system. At this stage, the data
flow between modules is analyzed thoroughly to ensure an efficient moderation process and
secure handling of user data. The resulting architecture is shown in Figure 2.

: “ Database
@ L AP| Gateway » Al Engine (Vector / Embeddings)
—>

Dashboard

Figure 2. Architecture of the Integrated Content Moderation System
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The system is designed such that every user attempting to access the service must go
through the SSO authentication process. Once a user is authenticated, the SSO system generates
an authorization token that serves as the identity for every request made to the API Gateway.
This gateway functions as the centralized entry point for all user requests and ensures that each
request is validated before being forwarded to other modules. Through this mechanism, the
system prevents unauthorized access and ensures that only users with valid access rights can
interact with the moderation module.

After passing through the API Gateway, the user’s content is forwarded to the Al Engine
module for analysis. The Al model classifies the content into categories such as safe, spam, hate
speech, or other harmful content based on the data it was trained on. The Al analysis results are
then sent back to the admin dashboard for visual presentation. This workflow not only ensures
the system’s security and processing speed but also provides administrators with the flexibility
to take further action when needed.

3.1.1 User

The User component represents all individuals interacting with the system, including
administrators, operators, and authorized users. Every system interaction begins with user input,
whether submitting content for moderation or accessing the administrative dashboard. At this
initial stage, the system does not yet recognize the user’s identity, making authentication a
mandatory prerequisite. This design ensures that all actions within the system can be traced
back to an authenticated entity.

By positioning the user as the starting point of the workflow, the system emphasizes
accountability and controlled access. Each user role determines the level of access and the
available actions, which supports secure system operation. This role-based interaction model
also simplifies activity tracking and auditing, especially when combined with centralized
authentication and logging mechanisms.

3.1.2 SSO (Single Sign-On)

The Single Sign-On (SSO) module functions as a centralized authentication service that
verifies user identities across the entire system. Upon successful login, the SSO module
generates a JSON Web Token (JWT), which is used as proof of authentication for accessing
other modules. This approach eliminates the need for repeated logins and significantly improves
the user experience while maintaining security.

In addition to simplifying authentication, the SSO module plays a vital role in session
management and access control. Token validation, expiration handling, and protection against
unauthorized access attempts are managed centrally. As a result, the SSO module enhances both
usability and security, making it a critical component of the integrated system architecture.

3.1.3 API Gateway

The API Gateway acts as the single entry point between authenticated users and the
internal services of the system. Every incoming request must carry the JWT issued by the SSO
module, and the gateway verifies the validity of this token before forwarding the request to the
Al Engine, the database, or the dashboard services. Requests with missing, expired, or invalid
tokens are rejected, preventing unauthorized access to the moderation module.

In addition to access control, the APl Gateway routes each request to the appropriate
module and returns the classification results from the Al Engine to the dashboard. Centralizing
these functions in one component simplifies integration among modules, keeps the internal
services decoupled from client applications, and makes it easier to monitor and log all traffic
within the system.

3.1.4 Al Engine

The AI Engine serves as the core of the content moderation system. Once the API Gateway
validates a request, the submitted content is processed by the Al module. The Al Engine
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performs several stages, such as text preprocessing, tokenization, and classification using a
pretrained model. The model is capable of detecting the following categories:

1. Safe

2. Spam

3. Hate speech

4. Other harmful content

The Al Engine generates an output containing the classification label and its probability
score. These results are returned to the dashboard through the API Gateway. Additionally, the
Al Engine is connected to the database to store classification results for archival and audit
purposes.

3.1.5 Database

The database acts as the central repository for all system data, including user information,
authentication tokens, moderation results, and activity logs. Each completed moderation process
generates records that are stored for future reference, analysis, and validation. This centralized
data management supports consistent information access across modules.

From a research and operational standpoint, the database enables traceability and
performance evaluation. Administrators can generate reports, monitor moderation trends, and
verify authentication activities. As such, the database is essential for maintaining data integrity,
system transparency, and long-term scalability.

3.1.6 Dashboard

The dashboard functions as the primary interface for administrators and operators. It
presents Al classification results, user authentication status, moderation statistics, and system
activity logs in a structured and user-friendly manner. By translating complex Al outputs into
visual information, the dashboard supports informed decision-making.

Moreover, the dashboard enables administrators to take follow-up actions, such as blocking
content or reviewing flagged items. Its centralized role as a control panel enhances operational
efficiency and ensures that moderation activities can be managed effectively within a single
interface.

3.2 Al Implementation in Content Moderation

The implementation of the Al module begins with the data preprocessing stage, which
includes text cleaning, character normalization, stopword removal, and tokenization. This stage
forms a crucial foundation because the quality of preprocessing directly affects the model’s
accuracy in classifying content. The dataset consists of thousands of labeled text samples
categorized into safe content, spam, hate speech, and potentially harmful content. This labeled
dataset is then used to train the model to recognize harmful language patterns through statistical
learning and feature extraction [11], [12].

During the model development stage, several text representation approaches were tested,
such as TF-IDF and modern neural network embeddings. The classification algorithms were
trained on these data and evaluated using metrics such as accuracy, precision, and recall. The
best-performing model was selected based on its evaluation results, which are presented in
Table 1. Testing showed that the Al model was able to identify harmful content with an
accuracy above 90%, making it suitable for deployment within the system. This achievement
demonstrates that manual moderation efforts can be significantly reduced and that potential
human bias in the moderation process can be minimized.
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Table 1. Performance Evaluation of the Al Classification Model

Metric Value
Accuracy 93.8%
Precision 92.4%
Recall 94.1%

The results in Table 1 indicate that the model demonstrates excellent performance in
detecting harmful content. The high precision reflects the model’s ability to minimize false
positives, while the high recall shows that the model is capable of effectively identifying nearly
all harmful content.

3.3 Implementation and Validation of Single Sign-On (SSO)

The implementation of the Single Sign-On (SSO) module in this moderation system aims
primarily to simplify the user authentication process. The SSO module is built using the OAuth
2.0 protocol, which generates a JSON Web Token (JWT). This token is then used to access all
services within the system without requiring repeated logins. As a result, users only need to log
in once to access all modules, including the admin dashboard, the API Gateway, and the Al
moderation module.

To ensure that the SSO module functions properly, various authentication scenarios were
tested. Login testing was conducted to verify that the system accepts user credentials and
correctly generates authentication tokens. API testing was also performed to ensure that every
user request is accompanied by a valid token. In addition, token security testing was carried out
to confirm that the tokens cannot be forged or tampered with by unauthorized parties. The
results of these tests show that the authentication process runs without errors and that the tokens
are secure and accepted by all modules within the system.

The testing further demonstrated that authentication is significantly faster than with
conventional login systems. SSO accelerates user access to various services within the
integrated portal, improving both usability and efficiency. The integration of SSO also provides
additional benefits, such as more structured and centralized user identity management, enabling
administrators to monitor user activities more easily. The resulting login page and administrator
dashboard are shown in Figure 3.

) e

@ PERKAKAS A1

Figure 3. Implementation of the SSO Login Page and the Administrat(;r Dashboard

3.3.1 Content Moderation Status Panel

The content moderation status panel is the primary component of the dashboard,
functioning as a summary display of the Al’s analysis results on incoming content. This panel
presents information such as the number of items categorized as safe, spam, hate speech, and
other harmful content. With this feature, administrators can immediately see the overall
condition of content moderation without navigating to additional pages. The panel also displays
the most recent analysis time, urgency level, and priority of content requiring review. This
component helps administrators understand the content patterns circulating on the platform and
determine further actions more quickly and accurately.

In addition, the status panel supports rapid situational awareness by highlighting critical
trends and anomalies in the content flow. By presenting aggregated results in real time, it allows
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administrators to respond proactively to sudden increases in harmful content categories. This
feature not only improves reaction time but also enhances strategic decision-making in
moderation management, particularly in high-volume digital environments.

3.3.2 Navigation Menu for Portal Services

The navigation menu serves as a gateway to the various features and services available
within the portal. Through this menu, administrators can access pages such as content
moderation, user management, SSO configuration, activity reports, and system settings. The
navigation menu is designed to be concise and intuitive, allowing administrators to move
between pages easily. With a structured navigation layout, admin workflows become more
efficient and the risk of selecting incorrect features is reduced. This menu also accelerates
monitoring and management processes, especially when handling large volumes of content.

Furthermore, a well-organized navigation structure reduces the cognitive load on
administrators and supports usability principles. Clear labeling and logical grouping of menu
items help ensure that critical system functions can be accessed quickly. This design choice
contributes to improved operational efficiency and minimizes potential errors during system
management.

3.3.3 User Activity Log

The user activity log records the history of user actions within the system, including login
times, performed operations, data changes, and interactions with the moderation module. This
log is essential for auditing, security monitoring, and operational analysis. By recording every
activity, the system can identify suspicious actions, such as unauthorized login attempts or
improper data modifications. The activity log also helps administrators and researchers
understand system usage patterns and monitor the performance of the SSO module. Therefore,
this element plays a crucial role in maintaining system security and data integrity.

Additionally, the activity log provides traceability and accountability for all system
interactions. In the event of security incidents or system anomalies, administrators can analyze
log records to identify root causes and take corrective action. This capability strengthens system
governance and supports compliance with security and data management standards.

3.3.4 Moderation Summary Charts and Tables

Moderation summary charts and tables visualize Al analysis data in an easy-to-understand
format. These visualizations may include bar charts, pie charts, or line graphs showing trends in
content moderation over time. For example, a chart may illustrate the rise of harmful content
within a specific period or compare the number of items in each category. Summary tables
provide more detailed information, such as classification probabilities or a list of content that
requires manual review. These visual components help administrators interpret data more
accurately and make decisions more rapidly.

4. Conclusion

This research successfully designed and implemented an integrated intelligent system for
online content moderation that leverages Artificial Intelligence (AI) and a Single Sign-On
(SSO) mechanism. The developed system addresses key challenges in digital content
moderation, particularly the high volume of user-generated content, the limitations of manual
moderation, and the need for a secure, centralized authentication mechanism. Through an Agile-
based development approach, each development stage was carried out iteratively and
continuously, enabling systematic evaluation and refinement of each implemented module.

The system architecture was designed using a modular approach, with core components
such as the Al Engine, API Gateway, SSO service, database, and administrative dashboard. This
modular design provides flexibility in system development and maintenance while enabling
efficient integration among modules without mutual interference. The implementation results
demonstrate that the integration between the Al module and the centralized authentication
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mechanism functions effectively, with every user request being validated before it is processed
by the moderation system. This confirms that security and access control have been
implemented optimally.

The Al model used in this research can classify content into several categories, including
safe content, spam, hate speech, and other harmful content, with high accuracy. The testing
results indicate that the application of Al significantly improves the efficiency of the moderation
process compared with manual approaches. Moreover, the use of Al helps reduce potential
subjectivity and human bias in moderation decisions, resulting in a more consistent and
objective content evaluation process. Therefore, the developed system can serve as an effective
solution for managing digital content at scale.

The implementation of Single Sign-On (SSO) contributes significantly to improving the
user experience and system security. Through a single-login mechanism, users are required to
authenticate only once to access all services within the integrated portal. The testing results
show that the SSO module handles authentication processes in a stable, secure, and efficient
manner, including access token and user session management. In addition to enhancing user
convenience, SSO integration also simplifies centralized identity management and user activity
monitoring for administrators.

Overall, the results of this research demonstrate that combining Al and SSO within a
unified integrated system can enhance the effectiveness, efficiency, and security of online
content moderation. The developed system functions not only as an automated moderation tool
but also as a structured and accountable content management platform. In the future, the system
can be further enhanced by incorporating multimodal detection capabilities such as image and
video analysis, expanding integration with a wider range of digital platforms, and optimizing Al
model performance to adapt to the continuously evolving patterns and types of harmful content
in digital media.
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